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Abstract. A low-rate DoS attack to iterative servers has recently ap-
peared as a new approach for defeating services using rates of traffic that
could be adjusted to bypass security detection mechanisms. Although
the fundamentals and effectiveness of these kind of attacks are known,
it is not clear how to design the attack to achieve specific constraints
based on the used rate and the efficiency in denial of service obtained.
In this paperﬁ7 a comprehensive mathematical framework that models
the behaviour of the attack is presented. The main contribution of this
model is to give a better understanding of the dynamics of these kind of
attacks, in order to facilitate the development of detection and defense
mechanisms.

1 Introduction

Recently, one of the most important problems in security are denial of service
(DoS) attacks. The primary goal of these attacks is to deny legitimate users
the access to specific resources [I]. This goal has been traditionally achieved by
following several possible strategies. One of them is to exploit some vulnerability
in a protocol or a service in such a way that an attacker, using a few resources,
can defeat a machine with much more capacity. Another strategy consists in
flooding the target service with a traffic that exhaust either the connectivity or
some resources of the server.

So important are these kind of attacks that many big companies have suffered
from their effects [2], reason for which much research has focused its activity
on the development of detection and defense mechanisms. This way, several
approaches have been proposed in the field of prevention, like egress [3] or ingress
filtering [], disabling unused services [5], honeypots [6], and others, while many
efforts have been made in the field of detection through intrusion detection
paradigms (IDS) [7].

A low-rate DoS attack to iterative servers has been recently presented in [8]
as an attack capable of defeating an iterative server by using an adaptable traffic
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rate according to the desired level of denial that the attacker wants to afflict to
the server.

For other recently presented attacks, like the low-rate TCP targeted attack
[9], some solutions in the field of detection and response [10] [II] have appeared.
However, until now, neither defense nor prevention mechanisms have been pro-
posed for [8], mainly due its novelty. In this line, there is a necessity for a more
comprehensive analysis of the mechanisms that the intruder could use to carry
out the attack in order to facilitate the development of detection and preven-
tion measures. The goal of this study is to present such analysis, based on the
development of a mathematical framework. The proposed model establishes the
relation between the design parameters for the attack and the efficiency and rate
values obtained.

The rest of this paper is organized as follows. Section 2 recapitulates the
fundamentals of the attack introduced in [§]. In Section 3, some indicators to
measure the effectiveness of the attack are proposed. Section 4 presents the
mathematical models that support the design of the attack. Section 5 shows some
experimental results for the validation of the models. Finally, some conclusions
and future work are given.

2 Fundamentals of the Low-Rate DoS Attack

The scenario where the low-rate DoS attack [§] to iterative servers is analyzed
consists of a generic client-server configuration in which an iterative server is
going to receive aggregated traffic coming from both legitimate users and in-
truders. The server receives requests from the clients and responds to them after
doing some processing. The low-rate DoS attack focuses the effort in the task
of maintaining the destination service queue occupied with malicious requests
for as long a period as possible. Due to the functioning of an iterative server,
each time that a response or output to a request is generated, a position in the
queue is freed. So, to achieve the goal, when an output is given, the intruder
should occupy the new position in the queue as soon as possible. A vulnerability
present in iterative servers, that allows to forecast the instant at which the next
output is going to happen, is exploited for that purpose.

The fundamentals of the vulnerability and the attack are simple. By sending
the requests in such a way that all of them ask for the same resource at the server,
the time between consecutive answers or outputs, called the inter-output time
7, will be determined by the required service time, 5, and so easily obtained.
However, despite the solicited resource being always the same, the inter-output
time is observed by the intruder as a random process, 7;,:, because there are
some variations in the service time caused by the round trip time (RTT), and
the fact that each request is processed in a multitasking operating system. This
random process is modelled by the authors in [§] as a normal variable with a
mean value t, and a variance of var[ts| + var[RTT).

The intruder sends the requests in such a way that they arrive at the server
in the minimum possible time after a position is freed. Moreover, the traffic
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generated by the intruder should be low-rate. For the attainment of these two
objectives, an ON/OFF attack waveform, synchronized with the outputs from
the server, is used.

The attack waveform is characterized by the following parameters: (a) An
interval (A) that is the time elapsed between the sending of two consecutive
packets during the interval of activity; (b) an ontime interval (tontime) that con-
sists on an activity interval during which an attempt to seizure a freed position
in the service queue is made by emitting request packets at a rate given by
1/A; and also by (c) an offtime interval (toftime), that is, an inactivity interval
previous to ontime in the period of attack, during which no attack packets are
transmitted.

The selection of different values for these defined parameters of the attack
yields in a variety of combinations between the denial efficiency achieved by the
attack, and the traffic rate generated against the server. Intuitively, a higher
rate will result in more denial efficiency and vice versa. However, this intuitive
conclusion does not fit the need of quantitative tools for the evaluation of the
effects of the attack.

To address this problem, a main task has to be afforded: that of defining a
formal model which allows to relate the performance of the attack (in terms of
efficiency and rate) with its operational parameters (A, tofftime; tontime) and the
target server and network characteristics. The following sections will deal with
this objective.

3 Indicators for Evaluating the Attack

The evaluation of the attack in terms of the efficiency obtained and the rate of
traffic involved leads, as a preliminary task, to the definition of some indicators
to measure these features.

The following indicators are defined:

— Effort (E): it is the ratio between the traffic rate generated by the intruder
and the maximum traffic rate accepted by the server (server capacity).

— User perceived performance (UPP): it is the ratio between the number of
legitimate users requests processed by the server, and the total number of
requests sent by them.

— Mean idle time (T;g.): this indicator is defined for a scenario where legit-
imate users send no traffic. In this environment, T;qe is the percentage of
time during which the system has any free positions in the service queue,
related to the total duration of the attack.

As defined, the effort gives an idea about the traffic rate that the intruder
needs to generate for the attack to succeed. On the other hand, both UPP and
Tiaie specify how to measure the efficiency of the attack. The value of UPP
points out the DoS degree experienced by the legitimate users. Although it may
be a good indicator to compare attack configurations, it is dependent on the
characteristics of the legitimate users traffic. Because of this, the indicator Tidle
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is also defined to measure the efficiency of the attack; by using it the probability
of seizure a position for a legitimate user can be deducted. As it is referred to a
scenario free of legitimate users traffic, there is no dependence on it.

The aim of the attack is thus to minimize UPP. This will be similar to minimize
Tidie, because doing this, the probability of a legitimate user to seize a free
position in the queue is reduced. On the other hand, the intruder will also try
to minimize the effort needed to carry out the attack by choosing optimized
settings for the parameters. In this way, the attack will become less detectable
by intrusion detection systems based on high-rate detection.

Despite it seems that a reduction in the UPP value implies a higher effort as an
expense and vice versa, it is desirable to find a quantitative relation between the
setting of the parameters of the attack and the values obtained for the indicators
previously defined. In the following section, some mathematical models that
addresses this problem are discussed.

4 Mathematical Modelling for the Attack Behaviour

To address the issue of finding a quantitative relationship between a specific
setting of the parameters of the attack and the values for the indicators that
evaluate it, a mathematical framework is proposed in the following.

4.1 Mathematical Model for the Mean Idle Time

The mean idle time is defined as the percentage of the time during which at
least a free position is available. In the evaluation of this indicator, a period of
an attack, that is, an offtime interval followed by an activity interval (ontime)
is taken as the observation period.

Fig. M represents the observed attack period (ON/OFF pattern), along with
the curve of probability (normal distribution as proposed in [8]) for the gener-
ation of an output at the server. The instants for the arrival of attack packets
(during the ontime interval) are represented by vertical arrows. These arrivals
occur at the instants a;(i > 1). We will refer, henceforth, to the instants a; at
which an attack packet arrives at the server as calculation points in the model.
A special calculation point, ag, which does not correspond to the instant of a
packet arrival is also defined. The position of this point is, by definition, at a time
RTT before the reception of the first attack packet in the observation period,
that is, ag = a1 — RTT.

Although in the example shown in Fig. [Tl there are only three attack packets
due to the chosen value for the interval A, it could be generically defined a set

of calculation points A = {ao, aty ..., an}, where n = floor[tontime/4]. These
calculations points will be used by the model as references for the mathematical
expressions.

The calculation points delimit a set of intervals at which we will calculate the
instantaneous values of idle time, T;. Following, the values of T; are specified for
each interval delimited by the calculation points.
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Fig. 1. Diagram of occurrence for an output: probability function and associated cal-
culation points

If the output occurs within the interval (—oo, ag), the value of T; will be RTT.
In effect, when an answer is given by the server, it travels to the intruder and just
then a new request is generated as a response to the reception of the output.
This new request has to reach the server again. The whole process implies a
time equal to RTT. When the output rises at an instant ¢ situated within the
interval (a;_1,a;), for all the possible values of a; in A, and assuming that the
intervals between two consecutive calculation points are short enough to keep
the condition A = a; — a;—1 < RTT, the idle time will take the value (a; —t).
Finally, when the output occurs during the interval (a,,o0), we have the same
case as in the first interval, and thus the value of the originated idle time is
RTT.

Thus, for the case in which A < RTT is assumed, the mean idle time in
a period of attack can be obtained from the instantaneous values previously
deducted as:

— 1 a _ a
Tidle(ASW) = ?p . [/ RTT - f(t)dt +/ (a1 — t) . f(t)dt +

—o00 ao

+...+/

n—1

oo

(an, —t) - f(t)dt +/

RIT - f(t)dt] (1)
Qn
where f(t) is the probability function for the generation of an output at the
instant ¢ and 7T}, is the duration of an attack period, that is, T}, = tofftime+tontime-
As it can be seen, the model is independent of the proposed distribution. If a
normal distribution is taken and, for the sake of simplicity, a temporal translation
is considered to get a mean value for the distribution equal to zero, the resolution
of the equation leads to

Tidte -1 {W. <F(a0) +1- F(an)) + (2)

(A<RTT) Tp
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where the operator F(t) means the value of the distribution function associated
to f(t) at the instant ¢.

In a common design of the attack, the value of A is low enough to accomplish
the condition A < RTT. However, although expression (2) provides the value
of Tiqe for the previous condition, the model could be easily adapted to the
opposite condition, that is, A > RTT, considering that the intervals for which
the instantaneous idle time varies are only those within (a1, a,). In effect, each
one of these intervals are now split into two parts where the value for T; is
different.

This value is:

Y(ASRTT)

T(ai,l,ai) ) a —t if a; — RTT <t<a (3)
T\ RIT if a1 <t<a;— RIT

And, as a consequence, a new expression for the evaluation of the mean idle
time is yielded:

a;—RTT
/ RTT - f(t)dt +

aq—1

— 1 a0 ___ -
Tidte . iy = T, [/ RTT-f(t)dt+Z (

-0 i=1

+f Y f(t)dt) + WW f<t)dt] 4)

i—RTT

In the proposed model, the server characteristics are considered in the f(t)
term. Besides, the main network factor that affects the attack is the round trip
time, which is also included in the model through the mean value RTT, and
its variance, var[RTT] (included in the distribution f(t)). Finally, the setting of
the attack is reflected on the calculation points of the expression. In effect, their
positions depend on the parameters of the attack, that is, toffrime, tontime, and
the considered value for A.

4.2 Mathematical Model for the User Perceived Performance

The legitimate users packet arrivals are modelled in [8] by a Poisson distribution.
This implies that the probability of packet reception from a legitimate user
during a period of time is given by the exponential distribution function of
mean value \: F(T) = 1—e~*T, that represents the arrival rate of packets from
the legitimate users.

The calculation of UPP implies the evaluation of the probability for a le-
gitimate user to capture a position in the service queue during a period of the
attack. Intuitively, this probability is derived from the originated mean idle time,
that is, an user will capture a position in the queue with more probability as
the position is free during more time. As Tig. is given by the summing up of
contributions from the different intervals delimited by the calculation points (see
Fig.[), the probability for the k-th interval, that is (ax—1,ax), is affected by the
idle time originated during this interval, Ti’fﬂe, that is
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ak
Tl = ——— [ 1 5)
Ak — k-1 Jq,_4

However, these terms, as defined above, does not consider the presence of traf-
fic coming from legitimate users. In effect, the mean idle time will take different
values depending whether the considered output corresponds to either a user or
the intruder. When the output is sent to a legitimate user, the intruder will not
receive it and consequently a new attack packet will not generated. Therefore,
the maximum value of T} will not be RTT.

In considering the above effect, and for the sake of simplicity, two approxi-
mations are made. First, the condition A < RTT is retained, as discussed in
the previous section, with the expression (Il) being used to calculate the mean
idle time. Second, the effect of the variation of the mean idle time is not consid-
ered when the packets coming from legitimate users arrive at the server in the
intervals within ag and a,. This is not an unreasonable approximation, due to
the fact that the variation in the originated idle time for these intervals is up
to A, if the intervals (ay,a,) are considered, and RTT for the interval (ag,ay).
However, the experimental results shown later in Section [0l confirm the goodness
of these approximations.

Thus, only the first interval (—oo,ag) and the last one (a,,00) are going to
be affected by the above effect, thus their expressions being:

N 1
Ti?ﬂe = F(ap) [RTT- (1= PR,) + min [X,ts — tontime] . Pu]

N 1 —
Tiﬁlﬁl = (1 - F(an)) |:‘R{Z—”T(1 - Pu) + min |:X,ts - tontime:| Pu:| (6)

where P, is the probability for a legitimate user to seizure a position in the
service queue during a complete period of the attack. It will be given by the sum
of the corresponding terms from the different intervals:

n+1
Pu=Y" (1— e M) (7)
k=0
where n is the index of the last calculation point.

It is important to notice that the calculation of the expressions for 7%, and P,
should be made recursively, due to the fact that there is a crossed dependency
between them. In all the experiments made, the value of P, converges in a
reduced number of iterations.

Once the value for P, is obtained, the final expression for the UPP, for an
attack of duration T', with C' seizures, is given by:

P,-C
T/X

UPP = (8)

4.3 Mathematical Model for the Effort of the Attack

The effort is determined by the number of packets sent to the server during the
attack. Two factors contribute to the generation of attack packets. First, the
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activity period, ontime, during which these packets are generated at a rate 1/A.
Second, the new packet sent as a response to the reception of an output by the
intruder.

For the calculation of the effort an assumption will be made: the intruder
will receive the answers from the server after the sending of all the packets
corresponding to the ontime interval. This is similar to suppose that the attack
period is not going to be restarted during ontime, being the number of packets
generated floor(tontime/A) + 1.

As previously discussed, not all the outputs are received by the intruder, and
so no new attack packets are always sent. The percentage of attack periods at
which an output is not received from the server is given by UPP. Thus, in these
attack periods no additional attack packet is generated as a response to the
output.

Considering that during the observation period, that is, an attack period, only
one request is accepted by the server, the final expression for the effort is:

E= (floor(tonzme) + 1) + (1 — UPP) (9)

5 Conformance Analysis for the Mathematical Models

The purpose at this point is to validate the theoretical framework presented in
the above Sections with experimental results obtained from simulations made
within Network Simulator 2 (NS2) [I2]. The values obtained from the proposed
mathematical models are contrasted with those obtained through some experi-
mental simulations to check their validity.

To check how accurate and precise are the expressions proposed for mean
idle time, effort and user perceived performance in the mathematical models, we
have evaluated the behaviour in a set of scenarios with different configurations for
both the attack and server parameters. The results from these experiments have
been compared to the values derived from the mathematical model, obtaining a
very good approximation between them. Fig. 2] shows the corresponding values
of mean idle time, UPP and effort for 13 simulations. The maximum variation
in T;qie (see Fig.[2la) given by the model is 3,77%, with a mean value of 1,71%,
what is a very good approximation. The results for UPP are showed in absolute
values (Fig. @b). The obtained values from the model approximate well to the
simulated ones, with a mean variation of 0,4% and a maximum of 1,46%. Finally,
it can be observed in the comparison for the effort (Fig. Blc) that the model
approximates well the simulated values, with a mean variation of 1,42% and a
maximum of 4,02%.

As a conclusion, the approximations made in the mathematical model are
accurate enough to consider it as a tool to evaluate the potential effect of an
attack starting from the knowledge of its design parameters.
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Fig. 2. Comparison between the values of (a) mean idle time, and (b) UPP from sim-
ulation and mathematical models, for 13 different scenarios

6 Conclusions and Future Work

This study is oriented to find the relationship between the design parameters of
the low-rate DoS attack to monoprocess servers in [8], and the results obtained
from this attack. A comprehensive study over the attack is made and some indi-
cators to measure both the efficiency and the rate involved in a specific setting
of the attack have been defined. But the main contribution of this work concerns
the mathematical models that allow to quantitatively obtain the values for these
defined indicators starting from a specific setting of the design parameters of the
attack.

As a consequence of this study, a deeper understanding of the fundamentals
of the attack is achieved. It should lead to the development of defense and
response mechanisms that protect the target systems. As a future work, we plan
to extend the mathematical models to concurrent systems attacked by the same
mechanisms. The preliminary results we have obtained in this field show that it
is possible not only to attack these systems with a similar mechanism but also
it is likely to find a mathematical framework to analyze these attacks.
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